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20 years of Information Security Experience

*Ph.D. in Computer Science - Application Security

*Author of >60 scientific publications
*ISC2 CSSLP certified

*Senior Manager @ PwC Belgium:
*Expertise Center Leader Trusted Software
*(Web) Application tester (pentesting, arch. review, code review, ...)

*Proficiency in Secure Software Development Lifecycle (SDLC) and Software
Quality

« OWASP SAMM co-leader

« Contact me at bart.de.win@be.pwc.com
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Typical questions

What should we be doing in our SDLC?

What are others doing in terms of software assurance?
What are good practices for software assurance?
Should we focus on threat modelling or code reviews?

How much time/effort/cost will this take?
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Maturity models to the rescue

According to Wikipedia:

“Maturity is a measurement of the ability of an organisation for
continuous improvement in a particular discipline.”

A maturity model is a structure that represents different levels of
maturity for one or more domains.
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Why Maturity Models for SDLC?

An organization’s behavior changes slowly over time.

« Changes must be iterative while working toward long-term goals

There is no single recipe that works for all organizations

» A solution must enable risk-based choices tailored to the
organization

Guidance related to security activities must be prescriptive

* A solution must provide enough details for non-security-people

Overall, must be simple, well-defined, and measurable
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' OWASP SAMM

Software Assurance

Maturity Model

‘d A guide to building security into software development
- Veson - 1.0

Scope: Entire software lifecycle, rather than just development.

https://www.owasp.org/index.php/OWASP_SAMM _ Project

Version 1.1, 2016
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SAMM Business Functions

 Start with the core activities tied
to any organization performing
software development

« Named generically, but should
resonate with any developer or
manager

*SDLC Maturity Models

0] Goervce
[X] Construction
] Neribexion —

Operations
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|
Core Structure

SAMM Overview
Software
Development

Business Functions
Construction Verification Deployment

Security Practices

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compliance Assessment Architecture Review Management Enablement
SDLC Maturity Models SecAppDev 2017
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|
Notion of Maturity

0 Implicit starting point representing the activities in the
practice being unfulfilled

1 Initial understanding and ad-hoc provision of the security
practice

2 Increase efficiency and/of effectiveness of the security
practice

3 Comprehensive mastery of the security practice at scale

Changing in version 1.5 !
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An example

cn]_

cn2

cn3

05;5:11“ Opportunistically find basic
code-level vulnerabilities and
other high-risk security issues

Make code review during
development more
accurate and efficient
through automation

Mandate comprehensive
code review process to
discover language-level and
application-specific risks

AcTvimies A Create review checklists from
known security requirements

B. Perform point-review
of high-risk code

SDLC Maturity Models

A Ukilize automated code
analysis tools

B. Integrate code analysis into
development process

A. Customize code analysis for
application-specific concerns

B. Establish release gates
for code review
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OpenSAMM also defines

Objective
Activities
Results

Success Metrics
Costs
Personnel
Related Levels

SDLC Maturity Models

Security Testing

(/)3

Require application-specific security testing to ensure baseline security before deployment

AcTiviTies
A. Employ application-specific security testing automation

Through either customization of security testing tools, enhancements to generic test case
execution toels, or bulldout of custom test harnesses, project teams should formally icerace
threugh security requiremnents and build a set of automated checkers to test the security of
the implemented business logic.

Addicionally, many automated security testing tools can be gready improved in accuracy
and depth of coverage if they are customized to undersand more detail abour the specific
software interfaces in the preject under test Further, erganization-specific concerns from
compliznce or technical standards can be codified as a reusable, central vest battery to make
audic data collecion and per-project management visibility simpler.

Project teams should fecus on bulldout of granular security test cases based on the busi-
ness funcronality of their software, and an organizaton-level team led by a security audicor
should focus en specification of automated tests for compliznce and internal standards.

B. Establish release gates for security testing

To prevent software from being released with easily found security bugs, a particular point
in the software develepment life-cycle should be identified as a checkpeint where an esmb-
lished set of security test cases must pass In order to make a release from the project. This
establishes a baseline for the kinds of security tests all projects are expected to pass.

Since adding oo many test cases initlally can resule in an overhead cost bubble, begin by
choesing ene or two security Issues and include a wide variety of test cases for each with
the expectation thar no project may pass if any cest fails. Over time, this baseline should be
improved by selecting additonal security issues and adding a variety of corresponding test
cases.

Generally, this security testng checkpeint should osccur toward the end of the implementa-
tion or tesdng, but must occur before release.

For legacy systems or inactve projects, an exception process should be created wo allow
thase projects o condnue operations, but with an explicidy assigned dmeframe for mitiga-
tien of findings. Excepdens should be limited to no more that 20% of all projects.

ResuLrs
+ Organizytion-wide baseling for expacted
application performance against attacks
# Customized seourity st suites ea
improve accuracy of automated aralysis
+# Project teams aware of objective
poals for attack resistance

App’L Success MeTrics

+ 2500 of projects using securicy
mngcuswmiudnns

+275% of projects passing all
security teses in past & months

Apn’L CosTs

# Buildout and maintenance of
CLETOMIZAtonS B0 Security
testing autormation

# Ongoing project overhead from
security pesting audit process

+ Organiztion overbead from
project delyys caused by filed
security pesting audits

ApD’L PERSONMEL

# Architects (| daplyr)

+ Developers (| daylyr)

+ Security Audiors (1-2 daysiyr)
A Tesrars | 1-2 daysiyr)

# Business Owners (| daylyr)

+ Managers (1 dayfyr)

ReLaten Levers
# Policy & Comgpliance - 2
+ Secure Archivecture - 3
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Conducting assessments

+Are project teams provided with a list of
recommended third-party componens?

4+ Are most project teams aware of secure
design principles and applying them?

YesiNo

+ Do you advertise shared security services
with guidance for project teams?

+ Are project teams provided with prescriptive design
patperns based on their applicaton architecturea?

+ Are project teams building software from cenorally
cantrolled pladorms and frameworks?

+ Are project teams being audited for usage of
secure architecture components?

'

A

SDLC Maturity Models
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|
Assessment process

« Supports both lightweight and detailed assessments

Cnmplete Assigna lightweight
assessment score per
wnrksheeu Practice
detailed l
Audlt for Check Adjust
performed Success score per
Activities Metrics Practice

GDBZD;

assessment scores

*SDLC Maturity Models SecAppDev 2017
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| Roadmap templates per company type
(asv)

Phasze | Secure —
Phose 2 Archhecuue [ A
Phage 3
Phaze 4 B
- Dresign B
L e
Swategy & |
Merrics B —
Coda B
B Review B
Polley & B
Compliance | —
Security B
— Testing B
Bducation & |
Giiildamce B B
Wulnerabilicy [
— Management |
Thireat B - B
Assessment Environment [~
B Hardening B
Security B —
Requirements |~ Operatonal |~
Enablement [~
SDLC Maturity Models SecAppDev 2017
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before

after

| .
Creating Scorecards s — :

Metrics 3

I — !

Complance NG 2
« Gap analysis covaion s I— i+
wdance :
 Capturing scores from detailed e — @
sessment 4
assessments versus expected | | V
. ,
performance levels ey e .
« Demonstrating improvement Secure i
 Capturing scores from before and after Design .
an iteration of assurance program
o Code 2
build-out Review ;
o Security I u
« Ongoing measurement Tewny :
. . Vulnerabilicy Sl
» Capturing scores over consistent Managemen: | !
time frames for an assurance program  — ;
that is already in place Hardering !
Operstons )

*SDLC Maturity Models Enablemen: |GGV
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|
Roadmap templates

« To make the “building blocks” usable, SAMM defines
Roadmaps templates for typical kinds of organizations

» Independent Software Vendors
*  Online Service Providers
«  Financial Services Organizations
*  Government Organizations
«  Organization types chosen because

«  They represent common use-cases

. . o e . . . 5
« Each organization has variations in typical software-ing tesing

«  Optimal creation of an assurance program
is different for each

*SDLC Maturity Models

Phase |
Phase 2
Phase 3
Phase 4
Phase §

Strategy &
Metrics

A

Policy &
Compliance |

Education &
Guidance

Threat
Assessment

Security
Requiremants

|

Secure
Architecture

Design
Revienw

Code
Review

ecuricy

Vulnerabilicy
Management |

ki

Emvircnment
Hardening

Operational |
Emablement |
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| OpenSAMM Tools

Translations of the OpenSAMM model (Spanish, Japanese, German,
Ukrainian, ...)

Assessment questionnaire(s) open S AN‘M ASSES
Roadmap chart template
Project plan template
OpenSAMM-BSIMM mapping
Benchmark Project

Mappings to security standards
. ISO/IEC 27034, PCI, ...

*SDLC Maturity Models SecAppDev 2017
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BSIMM?7 statistics: summary

EARTH SPIDER CHART

20

Configuration Mgmt. & Yulnerabllity MgmL

Code Review ——

' r LR S
20 g
*

Sofbware Environment - 5 e

Penetration Testing ; : - 400

Secu ity Testing % \ B .-_ /.."SL-G:uril.:,- Features & Design

| Attack Models

"'..5[=|'rd=r;:l-_-?| Riscy il resmn ek s

Architecture Analysis

(" mmilm Earthi3s] )
-
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|
BSIMMY7 statistics per activity

BSIMM7 SCORECARD

SDLC Maturity Models

GOVERNANCE INTELLIGENCE SSDL TOUCHPOINTS DEPLOYMENT
ACTIVITY OBSERVED ACTIVITY OBSERVED ACTIVITY OBSERVED ACTIVITY OBSERVED

[sMm1.1) 47 [AM1.2] 63 [Aa1.0] 81 [PT1.] 82
[5M1.2] 48 [AM1.3] 34 [AA1.2] 29 [PT1.2] 58
[SM1.3] 46 [AM1.5] 48 [AA1.3) 23 [PT1.3] 54
[5M1.4] 81 [AMZ.T] B [AA1.4] 47 [PT2.2] 2
[5M2.1] £ [AM2.2] B [AAZ2.1] 15 [PT2.3] 16
[5M2.2) 35 [AM2.5) 13 [Aa2.2] 12 [PT3.1] 10
[5M2.3) 33 [AM2.5] 9 [AAZ.3] 5 [PT3.2] 5
[5M2.5] 19 [AMZ.7] 9 [AA3.] 4
[5M2.6] 33 [AM3.1] 4 [AA3.2] o
[5M3.1] 14 [AM3.2) 2
[SM3.2] 9
[CP1.1) 56 [SFD1.1] 74 [CR1.2) 58 [SE1L1) 46
[cP1.2] B4 [SFD1.2] 65 [CR1.4] 63 [SE.2] 78
[CP1.3] 50 [SFD2.1] 27 [CR1.5] 28 [SE2.2] 27
[cP2] 24 [SFD2.2) 40 [CR1.6] 34 [SE2.4] 24
[cP2.2] E1l [SFD3.1] [ [CR2.5] 22 [SE3.2] 12
[CP2.3) 34 [SFD3.2] 10 [CR2.6] 15 [SE3.3] 3
[CP2.4] 36 [SFD3.3] 1 [CR2.7) 19 [SE3.4] V]
[cP2.5] 38 [CR3.2] T
[CP3.1] 19 [CR3.3] 2
[CP3.2] 13 [CR3.4) 3z
[CPZ.3] 5 [CR3.5] 5
[T1.1] 69 [SR1.7] 60 [sT1] 78 [CMVM1.1] 82
[T1.5] 27 [SR1.2] 66 [5T1.3] 72 [CMYM1.2] 84
[T1.6] 17 [SR1.3] 64 [sT2.] 22 [CMVYM2.]] 69
[T1.7] 37 [SR2.2] 28 [5T2.4] 10 [CMVM2.2) 74
[T2.5] 13 [SR2.3) 22 [5T2.5] 7 [CMVM2.3) By
[T2.6] 14 [5R2.4) 21 [5T2.6] 9 [CMVM3.1] 3
[T2.7] 5 [SR2.5) 22 [5T3.3) 4 [CMVM3.2] 5
[T3.1] T [SR2.6] 17 [ST3.4) 2 [CMVM3.3) 8
[T3.2] 5 [5R3.1] B [5T3.5] 4 [CMVM3.4] &
[T3.3] 2 [SR3.2) n
[T3.4] 7
[T3.5] 2
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|
SAMM Security Practices - Governance

SAMM Overview

Software
Development

Business Functions

m Governance Construction

Verification Operations

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & hreat Secure Implementation Issue Operational
Compliance Assessment Architecture Review Management Enablement
*SDLC Maturity Models SecAppDev 2017
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Strategy & Metrics

Goal is to establish a software assurance framework within an organisation

. Foundation for all other OpenSAMM practices
Characteristics:

. Measurable

. Aligned with business risk

Driver for continuous improvement and financial guidance

VN I
T 95557 4 p L DU
bbb 1 LGl

taeanaans

*SDLC SecAppDev 2017
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| Strategy & Metrics

Strategy & Metrics

SH]_ 5H2 5M3

GBJECTWE Establish unified strategic Measure relative value of Align security expenditure
roadmap for software security  data and software assets with relevant business
within the organization and choose risk tolerance indicators and asset value

AcTiviTIES A. Estimate overall business A, Classify data and applications A Conduet periedic industry-

risk profile based on business risk wide cost comparisons
B. Build and maintain assurance B. Establish and measure per- B. Collect metrics for
program roadmap classification security goals historic security spend
*SDLC Maturity Models SecAppDev 2017

25



| Policy & Compliance

Goal is to understand and adhere to legal and regulatory requirements

. Typically external in nature
. This is often a very informal practice in organisations !

« L. Dsvanveieyy Polica)
Characteristics Privacy Policy
. Organisation-wide vs. project-specific '

. Scope

Important driver for software security requirement:

*SDLC Maturity Models SecAppDev 2017
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| Policy & Compliance

Policy & Compliance

ﬂ'BJECan Understand relevant Establish security and Require compliance
governance and compliance compliance baseline and and measure projects
drivers to the organization understand per-project risks against organization-wide
policies and standards
AcTIviTIES A ldentify and monitor external A, Build pelicies and standards A Create compliance
compliance drivers for security and compliance gates for projects
B. Build and maintain B. Establish project audit practice B. Adopt solution for

compliance guidelines audit data collection

*SDLC Maturity Models SecAppDev 2017
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Education & Guidance

Goal is to disseminate security-oriented information to all stakeholders
involved in the software development lifecycle

. By means of standards, trainings, ...
To be integrated with organisation training curriculum
A once-of effort is not sufficient

Teach a fisherman to fish

3. Technical guidelines form the basis for several other practices

*SDLC Maturity Models SecAppDev 2017
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|
Education & Guidance

Education & Guidance
neEn

OBJECTIVE Offer development staff Educate all personnel in Mandate comprehensive
access to resources around the software life-cycle with security training and
the topics of secure role-specific guidance on certify personnel for
programming and deployment  secure development baseline knowledge
AcCTIVITIES A.Conduct technical security A.Conduct role-specific A.Create formal application
awareness training application security training security support portal
B. Build and maintain B. Utilize security coaches to B. Establish role-based
technical guidelines enhance project teams examination/certification
*SDLC Maturity Models SecAppDev 2017
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SAMM Security Practices - Construction

SAMM Overview

Software
Development

Business Functions

Governance Construction

Security Practices

Verification Operations

Strategy & Education 3

Security Design Security Environment
Metrics Guiday

Requirements Niew Testing Hardening

Policy &

Threat

Secure Implementation Issue Operational
Compliance Assessment Architecture Review Management Enablement
*SDLC Maturity Models SecAppDev 2017
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Threat Assessment

The goal of this practice is to focus on the attacker perspective of things
. To make sure that security is not only functionality-driven

. Remember that software security = white + black

Very common practice in safety-critical systems

° Less so in others THAT'S NOT
HOW IT WORKS.

This is where “the magic” kicks in

* Your imagination is the limit

*SDLC Maturity Models LTe \
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|
Threat Assessment

(%] 1 (%] 72 (%] ™3

OBJECTIVE Identify and understand Increase accuracy of Concretely tie
high-level threats to threat assessment and compensating controls to
the organization and improve granularity of per- each threat against internal
individual projects project understanding and third-party software
ACTIVITIES A.Build and maintain application- A.Build and maintain abuse- A.Explicitly evaluate risk from
specific threat models case models per project third-party components
B. Develop attacker profile B. Adopt a weighting system for B. Elaborate threat models
from software architecture measurement of threats with compensating controls

*SDLC Maturity Models SecAppDev 2017
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| . .
Security Requirements

Goal is to make security specification more explicit

. Turn security into a positively-spaced problem

. . g * Availability |
Source of security requirements deotificition. S —
 Compliance e s\ (N
mtt:\l::;tk - 4 — _" Secure |
° Standard L access s —g~ ‘J':X~"' content |

- Functionality [r ‘i:?% S
* Quality cnmnf:;(l‘:;:;linns k: ::L,-l:,;:

Requirements should be specified in a S.M.A.R.T. way

*SDLC Maturity Models SecAppDev 2017
33




| . .
Security Requirements

Security Requirements

SRl

SR2 SR3

OBJECTIVE Consider security explicitly Increase granularity of security = Mandate security
during the software requirements derived from requirements process for
requirements process business logic and known risks all software projects and

third-party dependencies

ACTIVITIES A.Derive security requirements A.Build an access control matrix A.Build security requirements
from business functionality for resources and capabilities into supplier agreements
B. Evaluate security and compliance  B. Specify security requirements B. Expand audit program for

guidance for requirements based on known risks security requirements

*SDLC Maturity Models SecAppDev 2017
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| .
Secure Architecture

Key practice for security

Poor decisions at this step can have major impact,

and are often difficult (or costly) to fix.

2. Characteristics

. Take into account security principles

. Risk is a factor of all components (incl. 3rd pai

3. Use proven solutions
. Don’t roll you own crypto

. Use company standards and best practices

*SDLC Maturity Models

off the mark com by Mark Parisi
e —

GLYS...50METHING
JUST DOESN'T
SEEM RIGHT.-.
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Secure Architecture

SAl

SA2

Secure Architecture

sa3

OBJECTIVE

Insert consideration

of proactive security
guidance into the software
design process

Direct the software design
process toward known-
secure services and secure-
by-default designs

Formally control the
software design process
and validate utilization
of secure components

AcTiviTIES

A.Maintain list of recommended
software frameworks

B. Explicitly apply security
principles to design

A.ldentify and promote security
services and infrastructure

B. Identify security design
patterns from architecture

A.Establish formal reference
architectures and platforms

B. Validate usage of frameworks,
patterns, and platforms

*SDLC Maturity Models
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|
SAMM Security Practices - Verification

SAMM Overview

Software
Development

Business Functions

Governance Construction

Security Practices

Verification Operations

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secd Implementation Sue Operational
Compliance Assessment Architecth Review Mdhagement Enablement
*SDLC Maturity Models SecAppDev 2017

37



| . .
Design Review

software
design security

* security assessment of attack surface, review
software design and architecture

« lightweight activities => formal inspection cross-check

of data flows & security mechanisms security ensure
desi known risks
esign best

 enforcement of baseline expectations practices are covered
for conducting design assessments and
reviewing findings before releases are accepted.

—> Assess and validate artifacts to understand protection mechanisms

*SDLC Maturity Models SecAppDev 2017
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Design Review

Design Review

EEY EEY EEX

OBJECTIVE Support ad hoc reviews Offer assessment services Require assessments and
of software design to to review software design validate artifacts to develop
ensure baseline mitigations against comprehensive best detailed understanding of
for known risks practices for security protection mechanisms
ACTIVITIES A.ldentify software attack surface A.Inspect for complete provision A.Develop data-flow diagrams
B. Analyze design against known of security mechanisms for sensitive resources
security requirements B. Deploy design review B. Establish release gates

service for project teams for design review

*SDLC Maturity Models SecAppDev 2017
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| . .
Implementation Review

Assessment of source code:

Will require tool investment:

Process & education important!

vulnerability discovery

related mitigation activities

establish secure coding baseline

Language specific

Basic open source tooling

Commercial tools maturing

*SDLC Maturity Models

« lightweight checklists
« inspect critical software

« Automation
« Increase coverage / efficacy

o Integrate in development
e Produce audit evidence
« Test & production release gates

L

orac
WhiteHat Secunty

0
Qualys

PortSwigger » Acunetix o
N-Stalker

* Vitual Forge

Source: Ganner Ly 20131 17



| . .
Implementation Review

OBECTIVE Opportunistically find basic Make implementation Mandate comprehensive
code-level vulnerabilities amnd review during development implementation review
other high-risk security issues miore accurate and efficient process to discover

through autoemation language-level and
application-specific risks

ActiviTies A Create review chedlists from A Lhilize autormated code A Customize code analysis for

known security requirements analysis tools application-specific concerrs
B. Perform point-review B. Integrate codé analysis nto B. Establish release gates

of high-risk code divalopirant prodas for code review

*SDLC Maturity Models SecAppDev 2017
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|
Security Testing

« Based on security & compliance requirements / : :
. oy Dynamic security
checklist of common vulnerabilities testing

« Manual testing can be done, scaled with
tooling: intercepting proxy and/or scanner

* Detected defects will require validation, . Detect
. ) . . penetration vulnerabilities
risk analysis & recommendations to fix testing => &
automation misconfigurati
« Automate to repeat tests for each release ons

« Introduce security test-driven development

« Test results to be reported to & accepted by owner for each
deployment

*SDLC Maturity Models SecAppDev 2017
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Security Testing

Security Testing

OBJECTIVE Establish process to perform Make security testing Require application-
basic security tests based during development more specific security testing to
on implementation and complete and efficient ensure baseline security
software requirements through automation before deployment
AcCTIVITIES A.Derive test cases from known A.Utilize automated A.Employ application-specific
security requirements security testing tools security testing automation
B. Conduct penetration testing B. Integrate security testing B. Establish release gates
on software releases into development process for security testing

*SDLC Maturity Models SecAppDev 2017
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| . . .
Security Practices - Operations

SAMM Overview
Software
Development

Business Functions
Governance Construction Verification Operations

Security Practices

Environment
Hardening

Strategy & Education & Security Design Security
Metrics Guidance Requirements Review Testipg

Policy & Threat Secure Implementation Issue Operational
Compliance Assessment Architecture Review Management Enablement
*SDLC Maturity Models SecAppDev 2017
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|
Issue Management

Prepare for WHEN, not IF!
Symptoms of malfunctioning SDLC

« handling vulnerability reports and operational incidents

 lightweight assignment of roles=> formal incident response &
communication process

« Use vulnerability metrics and root-cause analysis to improve SDLC

* spoc per team & security response team
« communication & information flow is key!
« patch release process & responsible/legal disclosure

*SDLC Maturity Models SecAppDev 2017
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|
Issue Management

Issue Management

m] M
OBjECTIVE Understand high-level plan Elaborate expectations Improve analysis and data
for responding to issue for response process gathering within response
reports or inddents to improve consistency process for feedback into
and communications proactive planning
Aernwres A_ldentify point of contact & Establish consishent istue A_Conduct root cause

for security Eaues

B. Create informal security
reSpOrE e teem|s )

FEpONMSE process

B. Adopt 2 security issue
discloiure process

arnlysis for for ssues
B. Callect per-issue metrics

*SDLC Maturity Models

SecAppDev 2017

46




I [ J [ J
Environment Hardening

« Underlying infrastructure hardening & patching

« Track (3rd party) libraries & components
TOP-10 - Ag — Using Known Vulnerabl

F5 o
@ Imrem
Citrix 0
aaaaaaaaaaaaaaaaaa
. . namai @ @
« Add WAF layer (virtual patching)
@ Frin
.. | ===ee- Malicious web traffic Bl @
M OdS ecurlty e— Legitimate web traffic| iw‘ @ m:: D:A”

BILITY TO EXECUTE

3
o

AdNowm @ BeeWare
@
] & United Security Providers

.......... --7(.\ ceccccccbal

| g S | i ity
-4 \_/ L

\/ =
Port 80 COMPLETENESS OF VISION As of June 2014

\/ \/ urce: Gartner (June 2014)
Web

Web client Network L Web
Appl
(browser) Firewall Eﬂéﬁ;ﬁ) n Server
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Environment Hardening

| en

Environment Hardening

|en3

OBJECTIVE

Understand baseline
operational environment
for applications and
software components

Improve confidence in
application operations by
hardening the operating
environment

Validate application health
and status of operational
environment against
known best practices

AcCTIvITIES

A.Maintain operational
environment specification

B. Identify and install critical
security upgrades and patches

A.Establish routine patch
management process

B. Monitor baseline environment
configuration status

A.ldentify and deploy relevant
operations protection tools

B. Expand audit program for
environment configuration

*SDLC Maturity Models
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|
Operational Enablement

Support users & operators

Security documentation!
Feed/document application security logs into SIEM
Lightweight documentation => operational security guides

Change management & end to end deployment integrity

Even more important for outsourced development!

*SDLC Maturity Models SecAppDev 2017
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|
Operational Enablement

Operational Enablement

OBJECTIVE Enable communications Improve expectations Mandate communication
between development teams for continuous secure of security information
and operators for critical operations through provision and validate artifacts
security-relevant data of detailed procedures for completeness
ACTIVITIES A.Capture critical security A.Create per-release change A.Expand audit program for
information for deployment management procedures operational information
B. Document procedures for B. Maintain formal operational B. Perform code signing for
typical application alerts security guides application components
*SDLC Maturity Models SecAppDev 2017

50



l Agenda

1. Motivation
2. SAMM At A Glance
3. SAMM Practices

4. Conclusion



| .
Conclusions

Maturity models (such as SAMM) provide an excellent framework for
reasoning on software assurance, on a strategic level:

« Evaluate your as-is
* Define and improve towards your to-be
« Compare against peers

Popular approach for companies today that work on software assurance
Different flavours exist, choose one that fits your company’s context.

The models are easy to start with, but challenging to fully grasp. Don’t
let this scare you, and get started!

SDLC Maturity Models SecAppDev 2017
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